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Policies and Mandates
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White House / Presidential Orders

NSM-8 – post-quantum in NSS

NSM-10 – migration all of gov’t by 2035

M-23-02 – requires inventories & budget estimates

EO 14144 / EO 14306 – other quantum-related steps

NSA policies

CNSA 2.0 – algorithms & plans for NSS

NIST official status

NIST SP 800-131r3 – “acceptable” status for PQC

NIST IR 8547 (ipd) – deprecation plan for 2030/2035

Quantum Computer Cybersecurity Preparedness Act (Public Law 117-260)

https://www.whitehouse.gov/briefing-room/presidential-actions/2022/01/19/memorandum-on-improving-the-cybersecurity-of-national-security-department-of-defense-and-intelligence-community-systems/
https://www.whitehouse.gov/briefing-room/presidential-actions/2022/01/19/memorandum-on-improving-the-cybersecurity-of-national-security-department-of-defense-and-intelligence-community-systems/
https://www.whitehouse.gov/briefing-room/presidential-actions/2022/01/19/memorandum-on-improving-the-cybersecurity-of-national-security-department-of-defense-and-intelligence-community-systems/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/05/04/national-security-memorandum-on-promoting-united-states-leadership-in-quantum-computing-while-mitigating-risks-to-vulnerable-cryptographic-systems/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/05/04/national-security-memorandum-on-promoting-united-states-leadership-in-quantum-computing-while-mitigating-risks-to-vulnerable-cryptographic-systems/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/05/04/national-security-memorandum-on-promoting-united-states-leadership-in-quantum-computing-while-mitigating-risks-to-vulnerable-cryptographic-systems/
https://www.whitehouse.gov/wp-content/uploads/2022/11/M-23-02-M-Memo-on-Migrating-to-Post-Quantum-Cryptography.pdf
https://www.whitehouse.gov/wp-content/uploads/2022/11/M-23-02-M-Memo-on-Migrating-to-Post-Quantum-Cryptography.pdf
https://www.whitehouse.gov/wp-content/uploads/2022/11/M-23-02-M-Memo-on-Migrating-to-Post-Quantum-Cryptography.pdf
https://www.whitehouse.gov/wp-content/uploads/2022/11/M-23-02-M-Memo-on-Migrating-to-Post-Quantum-Cryptography.pdf
https://www.whitehouse.gov/wp-content/uploads/2022/11/M-23-02-M-Memo-on-Migrating-to-Post-Quantum-Cryptography.pdf
https://media.defense.gov/2022/Sep/07/2003071834/-1/-1/0/CSA_CNSA_2.0_ALGORITHMS_.PDF
https://csrc.nist.gov/pubs/sp/800/131/a/r3/ipd
https://csrc.nist.gov/pubs/sp/800/131/a/r3/ipd
https://csrc.nist.gov/pubs/sp/800/131/a/r3/ipd
https://csrc.nist.gov/pubs/ir/8547/ipd
https://www.congress.gov/117/plaws/publ260/PLAW-117publ260.pdf
https://www.congress.gov/117/plaws/publ260/PLAW-117publ260.pdf


International requirements
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PQC Standardization and Adoption
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Phases of a Cryptographic Migration

Vulnerability 
Evaluation

Consensus builds 
that a 
cryptographic 
migration should 
take place

Algorithm 
Maturation

Updated algor-
ithms 
developed, 
cryptanalytic 
research to build 
confidence, 
algor-ithm 
standards 
finalized.

Standards and 
Implementation

Updates to 
communication 
standards to 
enable use of 
the new 
algorithm, 
security library 
support for new 
methods.

Solution 
Development

New or updated 
solutions 
released (incl. 
certification) 
enabling use of 
new methods for 
resilient security 
in important 
products.

Deployment and 
Adoption

Organizations 
acquire released 
solutions and 
start using the 
new methods, 
buying down 
risk.

Phase-out

Elimination of 
“legacy” use 
cases where old 
methods were 
still needed: 
completion of 
risk elimination.
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Challenge: Normalizing information between vendors

Technical 

Milestone
Description

Blocked

Critical standards or 

implementations are not sufficiently 

mature

Enabled
Prerequisites are known to be met, 

enabling further progress

Components
Components of a full or partial 

solution have been announced

Partial 

Solution

Solution with partial PQC 

enablement has been announced

Full Solution
Solution with full PQC enablement 

has been announced

Commitment 

Milestone
Description

No 

Information

No specific discussion of the migration 

known / public

General 

Interest

Source shows awareness / tracking of 

the migration

Intent
Source expresses intent to achieve 

PQC enablement, without details

Roadmap
Source reveals details of steps 

towards achieving PQC enablement

Timeline

Source makes specific time 

commitment to achieving full PQC 

enablement

Completion
Source has achieved full solution; no 

further commitments necessary
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Pre-release capability heatmap
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