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BACKGROUND & OVERVIEW 

The development of quantum computers capable of breaking classical cryptography threatens 
today's digital systems. In response, efforts to migrate to post-quantum cryptography (PQC) 
have intensified, as seen in recent directives such as Executive Order 14412 and M-26-15, 

which direct federal agencies to accelerate PQC migration, provide schedules alongside 

migration planning, and call for assistance to critical infrastructure owners and operators in 

developing PQC migration plans. 

 

This report supports migration planning by providing a snapshot of PQC solution development 
maturity across a selected set of critical enterprise technologies that rely on cryptographic 
capabilities, based on publicly available evidence.i The intent is to provide situational 
awareness of technological maturity to inform migration planning, technology refresh cycles, 
and long-term investment decisions by identifying which capabilities are beginning to 
incorporate quantum-resistant cryptographic protections and which remain at earlier stages of 
development. 

 

Our analysis focuses on claims supporting PQC algorithm integration in solutions, and this 
report should not be interpreted as an independent evaluation of product security. In our 
capability assessments, we attempt to reflect claims made by vendors and technology sources 
about integration of PQC algorithms, particularly in asymmetric cryptography-based solutions. 
Although PQC algorithm integration alone is not sufficient for product security, it represents an 
important precondition for solutions being “quantum-safe,” or resistant to cryptanalytic attack 
by an adversary with access to powerful quantum computers. Overall, knowledge of PQC 
integration in capabilities can help organizations better plan and evolve their enterprise 
technologies to meet cryptographic threats. 

 

 

 

 

 
i The evidence presented in this report is based on findings collected in July 2026. The peer review and commentary period took place in 

August–September 2026. 
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PQC Capability Development Overview 
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METHODOLOGY 

Each capability is evaluated across at least one of two independent security guarantee types: 
confidentiality development and authentication development. Confidentiality and authentication 
are evaluated independently because (1) not all capabilities rely on both types of security 
guarantees, and (2) capabilities may show more progress toward one type of security than the 
other. 

 

Confidentiality development measures how far a capability has progressed in adopting PQC 
mechanisms that protect the confidentiality of data, such as quantum-resistant key 
establishment for encrypted communications.  

 

Authentication development measures progress in adopting PQC mechanisms that allow a 
party to verify the identity of an entity or the origin and integrity of information through 
quantum-resistant digital signatures.  

 

This assessment considers only positive progress toward incorporating PQC and therefore 
excludes technologies that do not rely on asymmetric cryptography at all, as they are not 
expected to require PQC-related changes. The resulting capability status provides a practical 
view of where PQC integration is occurring today and where future developments are likely to 
influence organizational migration planning. 

 

Our research did not focus on pre-selected vendors or products. Rather, a general search was 
performed for sources discussing progress incorporating PQC into the assessed technical 
capabilities. We were intentionally broad when considering sources, ensuring that our review 
did not limit itself to only “major” vendors or products. The claims made within the identified 
sources were then compared against our development level definitions. For each capability, 
the overall assessment is based on the highest development level observed in the supporting 
sources.  The inclusion of specific products or vendors in the references should not be 
interpreted as a listing of the most significant products or vendors in any capability area. 
References in this report support the assessment of observable maturity and do not endorse 
products or vendors. 

 

When assessing maturity, we built the development level definitions to reflect common stages 
of product development found in our research. For the highest level of development, we 
defined Validated Integration as being FIPS 140-3 validated, as it goes beyond ensuring the 
use of strong algorithms and provides evidence that the algorithms are being implemented in a 
controlled manner. For certain organizations, FIPS validation is also a requirement for new 
capability adoption, which adds to why Validated Integration is the highest level of 
development in our analysis. We do not separately track the maturity of pure versus hybrid 
approaches, or the integration of specific key sizes, although, where possible, we articulate the 
approaches used by the most mature solutions.   
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DEFINITIONS 

This report presents a cross-section of technical cryptographic capabilities and a current 
assessment of the PQC development of those capabilities. The term “PQC development” 
refers to the level of standards-based PQC algorithm integration for quantum-resistant 
confidentiality and/or authentication. We define PQC development on the following scales for 
confidentiality and authentication.   

 

Development Level Definitions 

Note: Each definition describes the capability’s development level for the type of security 
guarantee (Confidentiality or Authentication) being individually assessed. 
 

Development Level Definition 

N/A The capability does not significantly rely on this type 
of security guarantee. 

Blocked No standards exist to support PQC in this capability 
for this type of security guarantee. 

Enabled The necessary standards exist to support PQC for 
this capability and this type of security guarantee. 

Components Available Specialized, capability-specific components exist 
that incorporate standards-based support for PQC 
for this type of security guarantee. 

Preliminary Integration A preliminary, limited, or experimental release 
supports PQC for this type of security guarantee. 

Integration A general release that is fully available to the public 
and ready to use supports PQC for this type of 
security guarantee. 

Validated Integration A general release supports PQC for this type of 
security guarantee, based on a FIPS 140-3 
validated module certified to provide those PQC 
functions. 
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Technical Capability Definitions 

This report assesses PQC across selected enterprise technology capabilities. These 
capabilities were selected because they support common enterprise operations and all rely on 
cryptographic functions to varying degrees. Some capability areas encompass more 
cryptographic components than others, and certain services and products may support 
multiple capabilities. Other relevant capability areas will be assessed in future versions of this 
report, as organizational relevance and available evidence permit. To ensure a consistent 
assessment, each capability area is defined as follows. 

 

Web Browsers: Client-side software capability to establish, negotiate, and validate secure 
web sessions using standard web security protocols (e.g., transport layer security or “TLS”), 
including handshake processing, certificate validation, and enforcement of security policies.  

 

Web Servers: Server-side capability to terminate TLS and handle secure web traffic, including 
certificate management. 

 

Virtual Private Network (VPN)/Network Encryption: Capability to protect network tunnels 
and communication links through secure key establishment and authentication mechanisms for 
data in transit between private endpoints.   

 

Platform Assurance: Capability to ensure hardware, firmware, and operating system integrity 
through mechanisms such as secure boot, measured boot, attestation, and hardware roots of 
trust to support trusted computing environments.  

 

Code Signing: Capability to sign and verify signatures of code, software, and updates.  

 

Public Key Infrastructure/Certificate Authority (PKI/CA) Management: Capability to issue, 
manage, and validate certificates and support lifecycle operations (enrollment, rotation, 
revocation).   

 

Volume Encryption: Capability to protect data at rest through full-disk or volume-level 
encryption, including management of encryption keys and access controls.  

 

Cloud Service Connectivity: Capability to securely connect to cloud services and application 
programming interfaces (APIs) using transport security and identity mechanisms across control 
and data planes.  
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WEB BROWSERS 

Confidentiality: Integration 

Authentication: Components Available 

The web browser ecosystem has made substantial progress in post-quantum confidentiality, 
while post-quantum authentication remains at the component and experimental stage. For 
confidentiality, most major browser platforms support hybrid post-quantum TLS key 
establishment, primarily through X25519MLKEM768, which combines X25519 with ML-KEM-
768 (NIST Category 3) and has been enabled by default in several major browsers.[1,2,3,4,7,8] 
The assessed browser implementations did not demonstrate equivalent mainstream support 
for higher-strength ML-KEM parameter sets, such as ML-KEM-1024, or pure-PQC TLS key 
establishment.[9] 

Post-quantum authentication integration in web browsers is less mature.[2,5] Developers have 
identified technical adoption barriers created by the size of post-quantum signatures and 
certificates.[2] Browser support for X.509 certificate validation using post-quantum signature 
algorithms was not found. However, vendors have published designs, experimental 
implementations, and platform support for algorithms such as ML-DSA,[2,3,4,5,10] and browser 
security libraries increasingly support post-quantum signature primitives.[5] There is also 
evidence of limited or experimental use of post-quantum signature methods using alternative 
approaches such as Merkle Tree Certificates in at least one web browser.[3] 

Overall, web browsers are capable of delivering post-quantum confidentiality today through 
post-quantum hybrid TLS, and some components of web browsers incorporate post-quantum 
signature capabilities. 
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WEB SERVERS 

Confidentiality: Integration 

Authentication: Components Available 

The web server ecosystem has progressed toward PQC readiness for confidentiality through 
hybrid TLS key establishment, as well as some building blocks for post-quantum 
authentication. Several major web servers support post-quantum hybrid use of ML-KEM in TLS 
handshakes.[10,13] The evaluated implementations primarily use hybrid TLS groups such as 
X25519MLKEM768, a NIST Category 3 parameter set combining the classical X25519 key 
exchange with ML-KEM-768. Support is increasingly available through modern TLS libraries, 
operating-system TLS stacks, and reverse proxies, with some implementations already 
deployed in production environments and others available through documented 
implementation guidance.[11,12,14]  

Post-quantum authentication for web servers is less mature than confidentiality. Several 
vendors provide guidance for deploying PQC certificates and digital signatures through custom 
software builds, particularly involving OpenQuantumSafe.[11,12,14] These implementations 
provide ML-DSA support,[12] PQC certificates,[14] and hybrid authentication mechanisms.[11,12] In 
addition, several cryptographic libraries supporting TLS 1.3 have introduced ML-DSA 
primitives.[13] However, our research did not find integration into mainstream web server 
distributions.  

Overall, PQC-enabled web-server infrastructure supports hybrid confidentiality deployments 
today, while PQC-based authentication still depends on custom software builds.  
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VPN/NETWORK ENCRYPTION  

Confidentiality: Integration 

Authentication: Components Available 

The VPN/network encryption ecosystem has progressed toward PQC adoption, with 
confidentiality ahead of authentication. Multiple vendors support ML-KEM or hybrid ML-KEM 
key encapsulation leveraging either IKE/IPsec or TLS in their VPN products.[15,17,18,19,20] Some 
products demonstrate integrated deployment through standardized quantum-resistant IKEv2 
VPNs using RFC 9242 and RFC 9370, with support for hybrid post-quantum key establishment 
and interoperability with standards-compliant peers.[15] 

For VPN authentication, limited components of PQC currently exist. VPNs rely on 
authentication to ensure that secure tunnels are only created with trusted endpoints. Our 
research found that post-quantum building blocks exist, but they do not yet support integration 
into VPN connections.[16,17] Vendors developing VPN products are still primarily focused on key 
exchange, hybrid encryption, and tunnel protection rather than post-quantum endpoint 
authentication.[16,17]  

Overall, VPN confidentiality has advanced further than authentication. Organizations can 
deploy post-quantum confidentiality today through standardized hybrid key establishment, but 
complete migration depends on more mature PQC digital signature integration. 
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PLATFORM ASSURANCE 

Confidentiality: N/A 

Authentication: Components Available 

Technologies enabling platform assurance, such as secure boot, measured boot, attestation, 
and hardware roots of trust have begun integrating PQC authentication. However, these 
technologies for platform assurance operate across multiple levels, and the PQC versions of 
these capabilities are not yet fully integrated.  

Trusted Platform Modules (TPMs) are common specialized components of computing 
platforms that are used as a hardware root of trust, and are a mandatory baseline requirement 
for some operating systems and networks.  

Firmware-based TPMs have standardized support for all ML-DSA parameter sets through 
software implementation,[21,23] and are secured by post-quantum update mechanisms.[27] As of 
July 2026, no evidence of commercially available PQC hardware TPM implementations has 
been identified, but PQC capabilities have been articulated as a needed next step.[21,22,28] 
Other hardware roots of trust have introduced PQC support into firmware authentication, 
device identity, and attestation.[26] 

Broader platform assurance capabilities remain at an earlier stage of development. Secure 
boot and firmware signing have well-defined migration approaches[25] and emerging PQC 
implementations, but integration of these techniques in production boot chains has yet to be 
claimed. Likewise, operating systems now provide PQC cryptographic primitives that enable 
future trusted boot and platform integrity services,[24] but our research did not find PQC 
integrated into mainstream trusted boot, measured boot, or remote attestation workflows.  

Overall, platform assurance capabilities are transitioning unevenly. Although they currently 
demonstrate component-level implementation, challenges remain in integrating those 
components. 
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CODE SIGNING 

Confidentiality: N/A 

Authentication: Integration 

Signing capabilities for code distributions, operating systems, and application software include 
a broad range of software vendors, certificate authorities, and signing platforms that have 
incorporated PQC authentication at different rates. Some code signing platforms have already 
introduced support for post-quantum digital signatures, including NIST-standardized algorithms 
such as ML-DSA and, in some cases, hybridii signing approaches.[28,29,30] These 
implementations demonstrate that practical PQC code signing has progressed beyond 
experimental implementations. Some certificate and signing infrastructure tools also support 
issuing and managing post-quantum digital signatures for code signing.[31,32]  

Overall, there are PQC-integrated code signing solutions that can be deployed now and that 
are progressing toward validation. 

 

 

 

 

 

ii The use of hybrid signatures alone does not establish secure hybrid authentication. Hybrid signature constructions introduce design 

considerations and risks such as stripping or downgrade attacks.[33] 
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PKI/CA MANAGEMENT 

Confidentiality: Integration 

Authentication: Integration 

The PKI ecosystem has transitioned from PQC experimentation to operational deployment, 
with several major vendors now supporting ML-DSA signatures.[34,35,36] Leading certificate 
authority platforms support the issuance and management of certificates using NIST-
standardized post-quantum signature algorithms, such as ML-DSA [34,35,36,37] and SLH-
DSA.[34,36] These capabilities enable post-quantum certificate issuance and hybrid 
authentication models for enterprise deployments. 

Confidentiality in the context of PKI/CA management entails supporting PKI and PQC-based 
public keys for pure or hybrid ML-KEM in certificate formats. This is less central to the 
development of PKI/CA management overall, since supporting signature keys in certificate 
formats is necessary to build PKI chains. There is evidence of PKI capabilities integrating ML-
KEM keys into certificate issuance and lifecycle operations.[34]  

Overall, PQC support in PKI/CA management capabilities has been integrated for both 
encryption and signature keys, with deployable solutions available for issuing, managing, and 
validating certificates and supporting certificate lifecycle operations. 
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VOLUME ENCRYPTION 

Confidentiality: Components Available 

Authentication: Components Available 

Current examples of volume encryption capabilities use asymmetric cryptography for volume-
key establishment and management, access control, key wrapping, recovery, or disk-
encryption key hierarchies,[38,40,41,42] although others use only symmetric cryptography, such as 
AES-XTS, for protecting data at rest and volume keys, password-based or boot measurement 
methods for authentication. 

Our assessment of the PQC development of volume encryption is based only on progress for 
solutions currently leveraging asymmetric cryptography. For those technologies, PQC support 
is in an early stage of transition, present only in components of overall solutions.[39] In some 
technologies, asymmetric cryptography is tied to TPMs for which PQC support is planned, but 
actual commercial components are not yet available. In others, asymmetric cryptography is 
involved optionally in delivering access tokens through FIDO2 (transported over TLS).[42] 

Overall, our research indicates that components enabling PQC asymmetric methods for 
volume encryption are available, but we did not find evidence of early integration. 
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CLOUD SERVICE CONNECTIVITY 

Confidentiality: Integration 

Authentication: Preliminary Integration 

Cloud service providers have made some of the most significant progress toward PQC-
enabled operations, with stronger PQC integration for confidentiality than for authentication. 
Several cloud connectivity platforms now implement hybrid TLS using NIST-standardized post-
quantum key encapsulation mechanisms.[43,45,46,47,48]  

Authentication is less mature across cloud service connectivity technologies. Publicly available 
implementations of post-quantum digital signatures and certificate capabilities are 
comparatively limited, and most documented deployments prioritize transport security over 
replacing classical authentication mechanisms.[44,45,46,47,48] The highest observed development 
level of authentication is experimental deployment of post-quantum signatures on long-lived 
TLS connections with support for ML-DSA.[43,44]  

Overall, organizations today can adopt hybrid post-quantum confidentiality for select cloud 
services and connectivity platforms. Post-quantum authentication in the ecosystem shows 
preliminary integration, with experimental solutions currently being developed.  
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